
www.eurofinas.org

Eurofinas Conference  
on Fighting Fraud in  
the Consumer Credit Industry
Summary notes

4 November 2016
Radisson Blu Royal Hotel  
Brussels, Belgium

http://www.eurofinas.org


2  |  EUROFINAS CONFERENCE  XXX

AbOUt EUROFINAS

Representation at EU level

Eurofinas, the European Federation of Finance House 
Associations, is the voice of consumer credit providers  
in Europe. As a Federation, Eurofinas brings together 
associations throughout Europe that represent consumer 
credit providers. The scope of products covered by Eurofinas 
members includes all forms of consumer credit products such 
as personal loans, linked credit, credit cards and store cards. 
Consumer credit facilitates access to assets and services as 
diverse as cars, furniture, electronic appliances, education, 
etc. It is estimated that together Eurofinas members financed 
more than 423.1 billion Euros worth of new loans during 
2015 with outstandings reaching 981 billion euros at the end 
of the year.

What is consumer credit?

Consumer credit enables people to purchase goods or services 
for personal or household purposes. It is a vital tool to finance 
individuals or households’ needs and projects. Vehicles, 
higher education, home repairs are examples of assets and 
services financed by consumer credit.

More information at www.eurofinas.org 

http://www.eurofinas.org
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As is clear from the recent research Eurofinas jointly produced with 

Roland Berger, our economy is increasingly digital. The digitalisation 

of consumer credit means that the nature and aspects of fraud that  

our industry face up to are changing. 

Risk awareness and early prevention undoubtedly prove to be  

a significant challenge for our industry. This is why Eurofinas decided  

to organise a dedicated event to better understand the dynamics  

of fraud in our markets through real case studies. 

The seminar helped participants to identify opportunities and brainstorm 

on tomorrow’s challenges. It was also an occasion to better understand 

the future of the European data protection regulatory framework  

and its impatc on the fight against fraud. 

I am very grateful to Experian and Xperta who sponsored this event. 

They are a strong and committed group of people serving the industry 

and their support was vital to the success of the seminar.

Eurofinas is strongly committed to support the industry in its work  

on fraud detection and prevention. 

ForeWorD

valentino Ghelli
Eurofinas Chairman
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SeSSIoN 1
INTroDUCTIoN  
SEttIng thE SCEnE 

Digitalisation is creating massive business opportunities for 
growth. By 2020, it is estimated that there will be 33 billion 
active devices worldwide, i.e. four for every person. 

Customers are also changing. Tomorrow’s core customers, 
so-called „millenials“, are digital natives and widely prefer 
digital transcations through mobile devices. This brings new 
challenges to retain and attract customers. Our industries strongly rely on customers to secure their various 

online activities (Facebook, PayPal, Uber, etc.). It is estimated 
that an individual holds 26 online accounts of various sorts but 
only five different passwords. It is therefore easy to obtain valid 
data and fraudsters now value data customer accounts more 
than credit cards. 

What is the impact of data breaches? Experian projections based 
on historical breached data studies from Rand Corporation, Javelin 
and in-house data, shows that 1 in 12 existing accounts is at risk 
of attack and 1 in 10 new applications may be an imposter using 
breached data. 

It is vital to understand the total cost of fraud in terms of direct 
losses but also in terms of management costs, lost revenue and 
lifetime customer value. 

A cross core solution needs to be deleveloped to manage 
strategy at the pace of fraudsters. 

> Integrated “plus and play” platform
> define the level of confidence required at a transaction level

> Optimise decisions across services

The estimated total annual fraud loss in the United Kingdom is 
of 282 billion dollars. 

aNNUal FraUD loSS  
IN The UK

282 bIllIoN DollarS
=

  Since 2000, three-quarters  
of retail sales growth has occurred 
through online channels  
PWC July 2015

  Mobile is already the largest  
banking channel by volume of 
transactions for majority of banks  
KPMg global RESEaRCh July 2015

20% 
CleaN 
WaTer

for the entire 
planet

40% 
eND WorlD 

hUNger
according  

to Un

60% 
bUy TWo 

ThIrDS oF 
FaCebooK

The Way To WIN The War
CroSS Core:

maNage STraTegy aT The paCe oF FraUDSTerS

aDVanCED analytICS

aDVanCED tEChnology

KNoWN 
CUSTomer DaTa

experIaN ID & 
FraUD SolUTIoNS

InCREaSED 
CuStoMER 

tRuSt

TraNSaCTIoN  
& CoNTexT

ThIrD parTy 
SolUTIoNS

InCREaSED 
REVEnuES

DIgITal 
behavIoUrS

ClIeNT'S oWN 
SolUTIoNS

REDuCED 
FRauD 
loSSES

REDuCED  
total CoSt 
oF FRauD

ID aND FraUD

DeCISIoNINg & WorKFloW
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CréDIT agrICole  
CoNSUmer FINaNCe (CaCF)   
thE RolE oF bIg Data In thE FIght agaInSt FRauD 

* 71.2 billion EUR outstandings 

*  9800 employees, of which  
3400 in France

*  Serving more than 10 million  
customers in 21 countries

Fraud covers a wide range of behaviours and malpractices ranging from false statement to the use of forged documents and identity 
theft. Implications for lending institutions are important in terms of financial loss and customer protection. The fight against fraud  
is also a key aspect of the sector’s social responsibility. 

CACF developed a fraud detection model 
using machine learning techniques 
and new predictive data. CACF worked 
together with a start-up specialised in 
data analytics. A key priority was to 
put in place a system which could be 
easily implemented and industrialised at  
an acceptable cost. 

KEy FIguRES 

thE CaCF PRoJECt 
Big Data optimiSation

90% of fraUd atteMptS are 

DeTeCTeD beFore 
FINaNCINg

2/3rd of fraUd atteMptS are 

DeTeCTeD ThaNKS  
To hUmaN 
experTISe 

ID TheFT IS a 
groWINg CoNCerN  
and now repreSentS 

2/3rd
 of fraUd atteMptS 

CaCF  
NeTherlaNDS

2.7 Bn €

tHE NEtHERLANDS FRANCE GERMANY pORtUGAL ItALY MAROCCO

CaCF  
FraNCe

25.8 Bn €

CreDIT plUS  
baNK

2.6 Bn €

CreDIbom
1.1 Bn €

agoS
15.2 Bn €

WaFaSalaF
2.5 Bn €

DeCISIoN
aCCEPtanCE 

Data

- Sociodemographic  
data

- Income, budget
- Credit demand

- Frauds detected before  
or after financing

- type of fraud (identity 
theft, false statement, 

forged document)

- geomarketing data
- Web journey data

- Payment data  
(credit cards)

non fraudulent  
and fraudulent  
credit demands

FRauD Data

nEW Data
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The group managed to implement a successful first model under a short period of two months and at a limited cost. The model 
shows good performance and stability. Next steps include further implementing the model, identifying new predictive data that are 
currently not as well as adapting the IT and internal governance. 

KEy FInDIngS anD taKEaWayS 

Some of  
the variables  

identified include: 
> SoCIal-PRoFESSIonal 

gRouP
> EMaIl PRoVIDER 

> ZIP CoDE 

The  

25% 
rISKIeST CreDIT  

reqUeSTS

aCCoUNT For   

74% 
oF The FraUD
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baSISbaNK   
ID FRauD In a DIgItalISED EnVIRonMEnt  

* 230 million EUR outstandings 

* 70 employees serves 75.000 customers

* Basisbank was established in 2000 as an internet bank with no up-front branches

In Denmark, fraud has considerably evolved. Digitalisation stopped the most common and small-scaled types of fraud such as the 
falsification of pay slips or ID theft. 

This is because digital ID as well as the digitisation of official documents make it very difficult to take someone else’s place – at least 
it would require substantially more resources and technology. ID theft is now almost a result of negligence for example by storing 
together a username and password or sharing personal data with an ill-intentioned partner or child/grandchild. 

Fraud schemes nevertheless became larger in scale, more brutal and increasingly related to organised crime. 

01   Real-time application stability alert

02    Geo location warning (for example where geo location does 
not correspond to work or home address)

03    IP address used on multiple applications

04    IP address flagged as dubious 
> Has open WiFi 
> Dubious ports open 
>  ISP uses routers that are compromised

> Digitalisation prevents most common 
fraudulent behaviours

> New fraud patterns are without 
borders and vicious

> As many fraudulent applications 
have similar characteristics, they are 

now processed manually

> An identity theft register is required 
to fight against phishing / large scale 

identity theft 

ExaMPlES oF REPoRtED  
CaSES InCluDED 

SolutIonS/RED FlagS 

goIng FoRWaRD

1. lUreD INDIvIDUalS To DeNmarK  
WITh promISeS oF job
> Forced them to handover Digital ID
>  Committed almost every single fraud  

they can benefit from
>  Sent them back home or to work  

without paying tax

2. aN error IN The popUlaTIoN 
regISTer SySTem leD To The DeleTIoN 
oF all INFormaTIoN relaTeD To  
aN INDIvIDUal’S aDDreSS WheN  
he/She WaS movINg baCK To hIS/her 
CoUNTry oF orIgIN
>  Foreign residents “moved” their address  

to vacant flats in Copenhagen
> took out loans
>  Population register canceled their relocation
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SeSSIoN 2
KpF  
FRauD tREnDS 

* Established in 1999, KPF brings together more than eighty financial institutions from the Polish financial sector including 
banks, advisors, financial intermediaries, loan institutions, repositories of economic and credit information, reverse mortgage 
and insurance providers. 

KPF, with the assistance of Ernst and 
Young (E&Y), has been conducting  
a survey on fraud in the financial services 
sector in Poland for six consecutive years. 

The latest results of the joint research 
suggest that the sector is experiencing 
an increase in fraudulent activities1. 
Financial losses due to fraudulent activi-
ties however vary. Exact losses are likely 
under-estimated as they do not consider 
indirect implications such as reputational 
damage. 

In Poland, the most commonly encoun-
tered type of fraud also relates to the use 
of falsified and/or stolen documents. 

MoSt CoMMon tyPE  
oF FRauD ExPERIEnCED 

EStIMatED total loSS 
InCuRRED aS a RESult oF 
FRauDulEnt aCtIVItIES  
In 2015 

fraUd with the USe of a falSe 
Stolen docUMent or inforMationS

internal fraUd

hacker attackS, cybercriMe

SkiMMing and other  
techniqUeS of fraUdS related  

to the credit cardS

fraUdS related to the acqUiSition 
of bank accoUnt or itS acceSS

fraUdS of the SUpplierS

other

appropriating the leaSed object

fUnding of an overvalUed SUbject or 
providing an overvalUed collateral

providing the SUbject of fUnding 
with legal defect (Stolen or with an 
irregUlar cUStoMS and tax SitUation)

fraUd with Mobile banking

74% 

49% 

37% 

34% 

34% 

34% 

26% 

26% 

26% 

20% 

9% 

31%
over 250.000 €

9%
From 125.000 €  

to 250.000 € 60%
below  
125.000 € 

1. “Investigating Fraud in the Financial Service Sector 2016”
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SoCIeTe geNerale  
IbFS   
global FRauD PREVEntIon  

* 71 billion EUR outstandings

* 148,000 employees

* 32 million customers

The two most common forms of fraud 
encountered within consumer loan entities 
relate to identity theft and embezzlement 
of objects.  

The consumer credit activity of the group includes different entities active in 
various countries, such as CGI in France, FidItalia in Italy, Rusfinance in Russia and 
Eurobank in Poland. A striking feature of the IBFS’ fraud prevention strategy is to 
support dedicated fraud prevention teams within each local consumer credit entity. 

To capture local specificities and fraudulent patterns, each entity develops a dedi-
cated strategy to detect and prevent fraud. 

International Retail Banking and Financial Services (IBFS) combines the services of 
the international banking networks and consumer finance activities of the group. 
The consumer finance activities are centralised around eight countries for nine 
entities and offer classical consumer credit, revolving cards, motor and boat finance, 
stock financing / floor plan, leasing and mortgage loans.

ID TheFT

embezzlemeNT  
oF objeCTS

orgaNISaTIoN
regular meetings between 

Front oFFice and back oFFice 

single group Fraud 
coordinator

systematic report  
to the police 

DeTeCTIoN
check-lists when granting credit

segregation oF duties  
& 4 eyes-principles

managerial supervision  
oF controls 

dedicated scoring  
tool preveNTIoN

internal memos 

mystery shopping 

creation oF internal databases

speciFic checks on credit 
portFolios

KEy SuCCESS/ taKEaWayS
>  Implementation of a dedicated 

reporting system from 1st Euro 
granted, by typology including 
concrete fraud indicators 

>  Implementation of fraud indicators / 
scenarios

>  Organisation of several workshops to 
share best practices with the various 
entities on different types of fraud
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TeambaNK  
RISK ManagEMEnt In E-CoMMERCE CREDIt 

* TeamBank is a member of DZ Bank Group, one of the largest banking groups in Germany. DZ Bank serves as a central bank  
for more than 1000 cooperative banks (Volksbanken Raiffeisenbanken) in Germany.

TeamBank is the group’s specialised consumer finance entity. TeamBank offers its customers the products “easyCredit”  
and “Ratenkauf”, which are distributed by more than 82% of all cooperative banks.

TeamBank relies on a sophisticated multi-
layer mechanism to minimise credit and 
fraud risks in relation to its two main 
products “easyCredit” and “Ratenkauf”. 

Credit applications are cross-checked in 
real-time by accessing various databases 
including internal credit history, external 
bank fraud pools and online network 
analysis, allowing the institution to 
cross-reference and discover relationships 
between suspicious applicants in different 
databases. 

Effective fraud prevention requires layered structures, using different controls at different stages in the application process so that  
a weakness in one of the stages is compensated for by the strength of a different control.  

In an increasingly interconnected business environment, it is vital to ensure that automated processes for fraud detection  
were improved to eventually reduce the use of manual overrides from human intervention. 

StRatEgy

ChallEngES/ taKEaWayS

tEaMbanK uSES a tWo-tIERED  
FRauD PREVEntIon StRatEgy 

aUTomaTIoN +  
hUmaN experTISe

Automated fraud system is assisted by a virtual database. This database is fed 
by customer data, application data, inventory data and fraud indicators, such as 

external fraud pools. 

In case deficiencies are noticed, the application will be subject to an additional 
assessment by TeamBank’s fraud experts. 

20 
employees develop and 

control the credit decision 
and processes

70 
credit enquiries are passed 

on to the fraud management 
team on a daily basis

6 
of these employees 
are part of the fraud 
management team

1 mlo 
fully automated credit 

enquiries yearly

10 
fraud attempts per month  

on average

70% 
positive decisions in  

the partner bank business

5 
cases of fraud per month  

on average

1700 
credit enquiries per day  

in disbursement
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When it comes to data collection, the new EU law covers all personal data of EU residents, irrespective of the location of the data 
processor. Personal data can be collected where the individual concerned has explicitly consented, where it is necessary for the 
performance of a contract or if it is needed for a legitimate interest. Furthermore, the purpose of the data collection needs to be 
specified, explicit and serve a legitimate purpose.  

One of the much-debated issues 
concerning the new GDPR has 
been the concept of “consent”. 

The definition of consent has been 
changed several times during the 
negotiation of the text and is now 

much more affirmative.

“Freely given, speciFic  
and inFormed indication oF  

his wishes by the individual,  
either by a statement oF by 

 a clear aFFirmative action.”

“must be presented  
in a Form that is  

distinguishable From 
other terms.”

“must have a Free choice  
to accept (or not accept)  

the proposed uses oF  
personal data.”

“can be  
withdrawn at  

any time.”

hogaN lovellS   
FRauD PREVEntIon anD thE nEW Data PRotECtIon REgulatIon  

* Hogan Lovells is a global law firm with more than 40 offices in the United States, Europe, Latin America, Asia, Africa, and 
the Middle East. The firm boasts more than 2,600 lawyers. Hogan-Lovells’ focuses on a variety of practices, including litiga-
tion, corporate, finance, IP and regulatory work, with prowess in banking, insurance, arbitration, products liability, white-collar, 
appellate, antitrust, securities, corporate governance and transactions, health care, medical devices, privacy and media 
matters.

For consumer credit providers to establish whether an (attempted) fraud, in whichever form, has taken place, access to and exchange 
of data is needed beyond the data required to verify creditworthiness. With the adoption of the General Data Protection Regulation 
(GDPR) with application starting as of 25 May 2018, consumer credit providers need to be cautious about their rights and obliga-
tions under the legislation, when it comes to data exchange, storage or processing. 

Data CollECtIon

ConSEnt

thE nEW  
REgulatIon  
FoCuSES on thREE 
KEy lEgal ISSuES 

ColleCTINg 
aND USINg 

proFIlINg  
aND SharINg

eNhaNCeD 
rIghTS
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Individuals must also be informed about the collection of their data by so called “collection notices”. Not only does the notice needs 
to be in clear and plain language, but the information provided must be specifically adapted to the individual concerned and the 
context of the data collection. Additionally, the channels used to inform customers need to be considered. The collection notices 
provided to individuals must furthermore include some key information:

CollECtIon notICES

aNy reCIpIeNTS,  
or CaTegorIeS  

oF reCIpIeNTS oF 
The perSoNal DaTa

The perIoD  
For WhICh  

The perSoNal 
DaTa WIll be 

SToreD

The NaTUre  
oF rIghTS 
avaIlable  

UNDer The laW

The exISTeNCe 
oF aUTomaTeD 

DeCISIoN maKINg - 
meaningful information about 

the logic involved, as well 
as the signifiance and the 
envisaged consequences

The concept of legitimate interest is an 
objective, strictly necessary for the collec-
tion, retention, or processing of personal 
data of individuals.

Individuals have an explicit right not to be subject to a decision solely based on 
automated processing and which produces a legal effect or a similarly significant 
effect on the individual concerned.

Should the profiling take place in the context of a fraud prevention process,  
the undertaking concerned must ensure that five legal requirements are met:

The law stipulates that fraud prevention 
constitutes a legitimate interest for the 
purpose of collecting personal data of EU 
citizens. Under the new rules, proving that 
a legitimate interest exists for any form of 
collection of personal data, will require a 
balancing test against the fundamental 
right of the individual concerned.

lEgItIMatE 
IntERESt

PRoFIlIng anD FRauD PREVEntIon

FRauD PREVEntIon  
aS lEgItIMatE 
IntERESt

UNleSS
> it is necessary  
for entering into,  

or performance of,  
a contract

> it is authorised by union  
or member state law

> it is based on  
the data subject's  
explicit consent

mUST aT leaST  
eNSUre ThaT 

INDIvIDUalS are  
able To

> obtain human 
intervention

> express their point  
of view

> contest the decision

Consent  
or legitimate 

interests?

Must be clear 
about ground 

for profiling

Right to 
withdraw 
consent  
or object

Right not  
to be subject 
to a decision

Is there  
a combination 

with other 
data?
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An important question concerns the extent to which undertakings have a right to share and exchange data on individuals. To this 
end, the law requires that the legitimate interest justifies the sharing of data with others. It also requires undertakings to clearly 
state in the collection notice, what data is collected and shared with third parties in addition to passing the balancing test between 
the fundamental rights of an individual and the legitimate interest for the sharing of data.

The new regulation places firm focus on 
the right to erasure of individuals and stip-
ulates when personal data of individuals 
must be erased:

Data ShaRIng anD FRauD PREVEntIon 

thE RIght to ERaSuRE

WhERE thE PERSonal 
Data IS no longER 

nECESSaRy In RElatIon to 
thE PuRPoSE FoR WhICh It 

WaS oRIgInally CollECtED/
PRoCESSED

WhEn thE 
InDIVIDual 
WIthDRaWS 

ConSEnt

WhEn thE InDIVIDual 
obJECtS to  

thE PRoCESSIng anD thERE 
IS no oVERRIDIng lEgItIMatE 

IntERESt FoR ContInuIng 
thE PRoCESSIng

thE PERSonal 
Data WaS  

unlaWFully 
PRoCESSEDthE PERSonal 

Data haS to bE 
ERaSED In oRDER to 
CoMPly WIth a lEgal 

oblIgatIon
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SeSSIoN 3
ITalIaN mINISTry oF 
eCoNomy aND FINaNCe   
a FRauD PREVEntIon gatEWay 

* Executive body responsible for economic, financial and budget policy in Italy. Ministry performs a supervisory role of finan-
cial services entities and activities. The Ministry of Economy and Finance is divided into eight different Directorates General,  
the Directorate General in charge of the Prevention of Use of the Financial System for Illegal Purposes is responsible for the 
analysis of the vulnerabilities of the financial system, with respect to money laundering, usury and the financing of terrorism.

The detection of identity theft has proven to be much of a challenge for public authorities in recent years. SCIPAFI, a computerised 
central archive developed and operated by the Italian Ministry of Economy and Finance, is intended to make the detection of iden-
tity fraud easier and more efficient. 

The central archive operates as a gateway, which allows communication between public databases, once it is accessed. It is used  
for identity verification of potential customers, relating to identity cards, tax codes, health cards, driving license, residence permit 
and income related documents as available in different public databases.

Operational since early 2015, the gateway makes use of a tiered access for users. 

The gateway is accessible by direct users, such as telecommunication operators, banks, and financial intermediaries.  Indirect users, 
such as other credit intermediaries have a limited access. The gateway operates on a fee based system, where a one-time entry fee 
is charged in addition to a small fee for every check made. Most of the queries (in the first half of 2016) were directed to the database 
of the income revenue authority. 

To date, 1007 banks and financial intermediaries, 4 credit intermediaries and almost 90 insurance companies have subscribed  
to the gateway.

total nuMbER oF ChECK quERIES  
FRoM JanuaRy 2015 to JunE 2016

From  

1600  
CheCK qUerIeS To 

400,000
(moNThly average)
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eUropol  
CEo FRauD In thE WoRlD oF CREDIt PRoVIDERS? 

* Law enforcement agency of the European Union headquartered in The Hague  

* 940 employees

* Handles criminal intelligence 

* Combating serious international organised crime

* Cooperation between relevant authorities of Member States

Businesses are increasingly becoming targets of so-called “CEO fraud” that may end up costing them millions of Euros.  
A recent case of a major pan European bank being victim of CEO fraud sparked the law enforcement agency EUROPOL, to make  
the fight against this type of fraud a priority.

CEO fraud involves organised fraud, which purpose is to fraudulently impersonate executives of undertakings in order to gain  
illegitimate profits. 

Key TargeTS
Mid-level employees 

in financial or 
procurement 

services

hIghly  
aTTraCTIve CrIme

large profits  
and low risk  
of detection

high financial 
impact for targeted 

companies: 
loSSeS Up To 

Several mIllIoN 
eUroS

DIreCT hUmaN 
CoSTS

Shame; sanctions; 
loss of employment

CEO fraud typically occurs via e-mail or telephone.  The victim, normally a high-level member of the finance department, receives  
a spoofed message from a fraudster, who impersonates the CEO of the company or a partner company, requesting a money transfer. 
E-mails are often followed-up by telephone calls from a person who sounds trustworthy and who asks the employee to accelerate 
the payment. In more sophisticated cases, the e-mail account of the executive is hacked by means of malware. This result in fraud-
sters being extremely convincing regarding both language and content. 
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 Be AWARE of the risks and spread the information within 
your company.

 Be careful when using social media: by sharing informa-
tion on your workplace and responsibilities you increase 
the risks of becoming a target.

 Avoid sharing sensitive information on the company’s 
hierarchy, security or procedures.

 Strictly apply the security procedures in place for 
payments and procurement. Do not skip any steps and do 
not give in to pressure.

 Always carefully check e-mail addresses when dealing 
with sensitive information/money transfers. Fraudsters 
often use copycat e-mails where only one character differs 
from the original.

 If you receive a suspicious e-mail or call, always inform 
your IT department; they are the ones in charge of such 
issues. They can check the content of suspicious mail  
and block the sender if necessary.

  In case of doubt on a transfer order, always consult  
a colleague even if you were asked to use discretion.

 Consider assigning responsibility to an employee whom 
others can consult in case of doubt.

 If you receive a call/email alerting you of a security 
breach, do not provide information right away or proceed 
with a transfer. Always start by calling the person back 
using a phone number found in your own records or on 
the official website of the company; do not use the number 
provided to you in the mail or by the caller. If you were 
contacted by phone, call back using another phone 
(fraudsters use technology to remain online after  
you hang up).

 If a supplier informs you of a change in payment details, 
always contact him to confirm the new information. 
 Keep in mind that the e-mail/phone number provided  
on the invoice might have been modified.

 Always contact the police in case of fraud attempts, even 
if you did not fall victim to the scam.

STep 1
A fraudster calls posing as  
a high ranking figure of  
the company (e.g. CEO or CFO)

STep 2
Requires an urgent  
transfer of funds and  
absolute confidentiality

STep 3
Invokes a sensitive  
situation (e.g. tax control; 
merger; acquisition)

STep 4
Pressures the employee  
not to follow the regular 
authorisation procedures

altERnatIVE

STep 5
Instructions on how to  

proceed are given later by  
a third-person or via e-mail

STep 6
The employee transfers funds 

to an account controlled by 
the fraudster. The money is 

re-transferred to accounts in 
multiple jurisdictions

KnoW thE SCaMS

KnoW hoW to REaCt

CEo  
IMPERSonatIon

> Requests to receive information  
on clients (e.g. all unsettled invoices)

> Uses the information obtained  
to defraud clients
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UK FINaNCe aND  
leaSINg aSSoCIaTIoN (Fla)  
CollaboRatIon WIth PublIC authoRItIES 

*  Leading UK trade association for the asset, consumer and motor finance sectors

*  Members provided £110bn of new finance in 2015 to consumers and businesses

*  New business: £81bn Consumer Finance, £37bn Motor Finance

The FLA is collaborating with the national Vehicle Crime 
Intelligence Service (naVCIS), a police unit dedicated to  
the prevention and the detection of vehicle crime. NaVCIS is  
operating as a police and private sector partnership and is  
funded over 80% by the FLA’s motor and asset finance members. 

It was set up in 2005 following a £19m loss by the industry.  
The partnership became operative in 2007 and allows the police 
to track down stolen vehicles.  

1.  FLA member submits referral pack regarding  
case of fraud or theft 

2.  Evidence assessed to ensure a crime has been 
committed

3.  Referral enriched with additional police intelligence

4.  Details added to Police National Computer

5.  Sent out to relevant police force in England and Wales

6.  ANPR cameras or police activity identify stolen /  
fraudulently obtained vehicles

7.  Police recover vehicle and hand back to lender

Interestingly, NAVCIS also helps to recover vehicles that have 
been transported overseas. Under the Schengen intelligence 
system, NaVCIS receive alerts and contact from police officers 
from throughout Europe indicating UK vehicles are in their terri-
tories. This information is passed on to lenders who then deploy 
their recovery agents to pick up the vehicle overseas.

hoW DoES It WoRK  
In PRaCtICE? RESultS to DatE 

 
> 542 recovered vehicles worth £7.4m in 

2015/16 growing from £3.6m in 2007

> over 2 500 recovered vehicles worth 
over £40m since 2007

> on average over 50 stolen cars 
referred to naVCIS each month and 

growing to 100 in July and august 2016
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CoNClUSIoN 
by EuRoFInaS

Fraud is a major issue for the consumer finance industry. Fraud threatens consumer trust and ulti-
mately decreases customer loyalty. Fraud has the largest negative impact on a firm’s profitability. 
Current digitalisation of business processes also has a major impact on fraudulent practices. 

Fraud management should be a joint industry concern not an issue of business competition.  
It is also an international matter and we need European-wide solutions to tackle it. 

A financial organisation on its own lacks resources to identify all new fraud trends and does  
not necessarily have access to all available information/data required to prevent fraudulent 
behaviours at an early stage. 

I think that there is a great role for Eurofinas to play in this field and work together with law enforce-
ment agencies and supervisors to assess how best we can exchange information and ensure that 
sufficient data can be used in the fight against fraud. 

We should also look at other industries such as telecommunication companies and retail payment 
operators to benchmark tools and practices. 

Perhaps a friendly warning, more data is not always the right solution. Human expertise remains 
vital and the training of our staff, a core pillar in the fight against fraud. 

I look forward to working on this crucial topic for the industry together with Eurofinas members. 

Leon Dhaene  
Director General 

Leon Dhaene
Director General
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Business see rising levels of risks and costs because they 
are failing to find the right balance between effective fraud 
prevention and a smooth customer experience – both of 
which now have a direct impact on growth.

New research from Experian shows that almost half of 
CEOs (42%) in large enterprise businesses, now see fraud 
as the number one inhibitor to business growth, after 
competitor activity. 

The results follow a recent commissioned study conducted 
by Forrester Consulting, on behalf of Experian. It gauged 
opinion among nearly 400 CEOs and senior business 
leaders working across Europe, the Middle East, and Africa. 

It also revealed that many boardrooms don’t understand 
the critical balance intrusive fraud prevention and friction 
have on smooth customer experience and a seamless sales 
process. It’s clear many organisations face critical strategic 
gaps in analytics, data and fraud technology. 

The research showed that more than three out of four 
(77%) CEOs admit their current fraud prevention strategies 
were ineffective. In fact, only around one in four (28%) said 
their business had a balanced approach to complex fraud 
that does not directly impact customers’ online journeys. 

Elsewhere, less than one in three (31%) businesses continu-
ally monitors fraud attempts, tracks real-time customer 
transactions, or has access to accurate data sources. As 
a result, nearly half (45%) of all senior business leaders 
say they now plan to improve fraud analytics capabilities 
within the next 12 months, by investing in new technologies, 
including device recognition software.

But at the same time, many CEOs are aware of the pressing 
need to act fast amid fears traditional business models 
could be obsolete within the next five years as they fail to 
consistently meet customer expectations, or lose ground 
to smaller, agile, digital-savvy competitors. Many of which 
are not weighed down by legacy systems or more tradi-
tional routes to market. It is a point that is not being lost 
on boardrooms, with budgets set to be increased to help 
ensure they continue to meet expectations.   

Fraud represents a massive challenge for us all given its 
increasing complexity, brutally highlighted by current esti-
mates predicting global losses are likely to top US$2 trillion 
by 2020. Experian has been investing for a number of years 
to grow its strengths in fraud detection in anticipation that 
it would become one of the biggest challenges facing its 
customers across the globe. As a result, it is now at the 
forefront of the market as industry experts in fraud, data, 
analytics and online customer experience.

Many business leaders recognise that there is a critical 
balance that needs to be struck between fraud preven-
tion, online friction and customer experience, reflecting 
Experian’s investment in mobile and device recognition 
technology. At the same time, the company continues to 
work closely with thousands of businesses right across 
the globe to ensure they have balanced fraud strategies in 
place to meet the expectations of our modern-day online 
consumers. 

This is simply a snapshot of the research. The findings  
are now published in full in new Experian report Winning In 
The Customer Era.

www.experian.be

Leaders across europe now rate fraud as a key  
threat to business growth for the first time ever  

about experian 
experian is the world’s leading global informa-
tion services company. at life's big moments 
– from buying a home or car, to sending a child 
to college, to growing a business by connecting 
it with new customers – we empower consumers 
and our clients to manage their data with confi-
dence. we help individuals take financial control 
and access financial services, businesses make 
smarter decisions and thrive, lenders to lend 
more responsibly, and organizations to prevent 
identity fraud and crime.

we have 17,000 people operating across 37 
countries and every day we’re investing in new 
technologies, talented people and innovation to 
help all of our customers maximize every oppor-
tunity. experian plc is listed on the London stock 
exchange (expn) and is a constituent of the 
ftse 100 index. Learn more at www.experianplc.
com or visit our global content hub at our global 
news hub for the latest news and insights from 
the company.

http://www.experian.be
http://www.experianplc
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ID-SpecIalISt
Our top of the range anti-fraud suite comprises both proprietary 
software as well as proprietary hardware to offer the highest level 
of security as far as ID-related fraud is concerned. ID-Specialist is 
a modular and flexible solution and can be easily and effortlessly 
implemented by adopting state-of-the-art acquisition devices to 
suit the need of your work-flow.

ID-SpecIalISt comprISeS the followIng moDuleS:

Document acquisition devices:
>  S.P.I.D.scan, top of the range multi-spectral A4 flatbed scanner 

with multiple documents reading at one time
>  eDocubox, ICAO Doc 9303 compliant, multi-spectral ID3 acquisi-

tion device with RIFD reading capabilities

automated document analysis:
>  R.D.C. (Remote Document Check), advanced verification service 

used to verify single or bulk images, sent both via web and via a 
direct Ethernet request from the S.P.I.D.scan

positive fraud cases database:
>  Alert, existing db with thousands of certified fraudsters’ data and 

actual photos used in conjunction with R.D.C.

genuine documents’ database:
>  IDIS Pro, vast database of genuine HD documents’ images and 

their security features

With the above integrated solution* Italy’s biggest Telco since 
2014 saved Millions of Euros every year in avoided frauds.
* some of the above mentioned tools are currently at their final stage of development and are 
undergoing a thorough final testing prior to their release.

no ex-port
A simple yet effective as well as innovative solution developed 
in-house with the use of hardware, specific protocols developed 
with the help of Police Forces’ Specialists and proprietary software 
has already been put to work in Spain with the co-operation of 
the Guardia Civil to prevent vehicles from leaving the European 
Continent when not allowed. In the first few months of opera-
tion, hundreds of thousands of Euros worth of vehicles have been 
stopped before their illicit departure for Africa.

The plan is to push or the same protocols throughout Europe and 
its Schengen borders to prevent the illicit vehicles’ trafficking for 
Clients such as Rental Companies, Leasing Companies as well as 
the Private sector.

xperta S.r.l. group of companIeS DealS wIth the fIght of ID-relateD frauD anD the fIght agaInSt 
IllIcIt InternatIonal vehIcle traffIckIng, actIvely co-operatIng wIth both natIonal aS well aS 
InternatIonal polIce forceS. 

Our Customers range from Telcos to Insurance Companies, from Consumer Credit Entities to Car Rental Companies alike. 

We offer a wide range of highly effective tools and innovative services in order to prevent fraud perpetrated with the use of counterfeit 
documents. We also offer stolen vehicles’ localisation, de-seizing and repatriation services both in Europe as well as in Africa with constant 
trips on-site to manage the direct contacts with local authorities. 

We know that each Customer is unique. Therefore our aim is, in fact, to provide our Clients with strongly customised tools and services to 
be smoothly implemented in their internal procedures. These services can be operated internally or handed out to teams of police-trained 
experts, ensuring the highest level of performance required by all of our Customers.

Do not heSItate to contact uS  
to requeSt a frauD-relateD 

conSultatIon anD See how xperta 
can help your buSIneSS.

Xperta: your one-stop supplier of highly efficient 
anti-fraud services and tools with proven  

track records for the fight to ID-related frauds 
and illicit vehicle trafficking.

xperta S.r.l. | STR. S. PIETRInO, 1/b, 06129 PERuGIA ITALY | T: +39 075 5058352 | E: InFO@xPERTA.IT

caSe StuDIeS
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